Math 440 Project Step 1: Choose a Topic  
Due Monday 2/9 

Directions
· Identify your top 3 choices for your project topic. You may choose from the list below or propose your own topic.
· You may work alone or in a group of up to 3 people. If you want to work in a group you must identify who you want to work with. All group members must identify each other. I will determine final groups.

· You will be required to give a beamer or power point presentation on your topic and include if at all appropriate an interactive class component or activity. More work is expected from groups with more people. Your presentation will be 20-40 minutes long depending on your group size. 
· You will be required to make a poster on your topic to be presented on the last day of class. You will also be asked to present your poster at the Academic Excellence Showcase in May.
· Many of the topics are covered in your book, however you are required to use multiple (approved) sources.
1. The Frideman and Kasiski tests (cryptanalysis of codeword ciphers of unknown length) (See book p. 75-85)
2. Cryptanalysis of DES (history of, linear and differential attacks) (See book Ch. 12)
3. The Hill cipher and cryptanalysis (See book Ch. 7)
4. The History of the NSA (National Security Agency) (See book Ch. 11)
5. Stream ciphers  - e.g. A5/1, RC4 and known attacks, use in WEP, WPA, etc. (See book Ch. 18)
6. Advanced Encryption Standard (AES) (See book Ch. 19.3)
7. Coding theory (e.g. error-correcting codes) 
8. SSL – secure sockets layer & how does the internet use cryptography to protect our information
9. Cryptography in WW2 – Germany (See book Ch. 8)
10. Cryptography in WW2 – Japan (See book Ch. 9)
11. Cryptograph in WWI (See book Ch. 6)
12. Zero-knowledge proofs
13. Secret Sharing
14. Elliptic Curve Cryptography (See book Ch. 19.2)
15. Public Key Infrastructure (PKI)

16. Secure Voting  

17. Hash functions, hash collisions (See book Ch. 16.3)
18.  Pretty Good Privacy (PGP) (See book Ch. 17)
19.  Copyright control/content control/ privacy issues
a. Digital Millennium Copyright Act (DMCA)

b. Pay-Per-View/other EFF (historical stuff)
c. Electronic Frontier Foundation

20. Quantum cryptography / future of cryptography (See book Ch. 20)
21. Choose your own
List Topic Choices

1._________________

2._________________

3._________________

Choose one:

___ I wish to work alone.

___I wish to work with a group. My preference for group members is (you may list up to 4, but your final group can only be at most 3 people in total).



1.________________



2._________________



3._________________



4. _________________
