Simple Codes
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Not all codes are for the purpose of
secrecy

Morse Code

ASCII

Zip codes

Area codes

Library book codes
Credit Cards...

International Morse Code
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http://www.getcreditcardnumbers.com/

ASCII Code

Dec HxOct Char Dec Hy Oct Hirml Chr  |Dec Hy Oct Htrml Chr| Dec Hx Oct Html Chir
0 0 000 MUL (rall) 32 20 040 &#32; Space| 64 40 100 &#64; [ | 95 60 140 &#96;
1l 1 001 30H (start of heading) 33 Z1 041 =#33; ! 65 41 101 &#65; & 97 6l 141 &#97; a
2 2 002 5T (ztart of text) 34 22 042 &#34: 7 66 42 102 «#66; B | 98 62 142 #9587 b
3 3 003 ETX (end of text) 35 23 043 &#35:; # 67 43 103 «#67; C 99 g3 143 &#99;
4 4 004 EOT (end of transmission) 36 24 044 s#36;7 % 68 44 104 s#65; D |100 64 144 =#l00; d
5 5 005 ENQ [(endquiry) 37 Z5 045 &#37: % 69 45 105 «#69; E (101 &5 145 =#101;: =
6 6 006 ACKE [acknowledge) 38 Ze 045 &#38; & 70 46 106 «#70; F (102 66 l4s «#1l02; €
7 7 007 EEL (bell) 39 27 047 &#39; " 71 047 107 &#71; G |103 a7 147 &#103: O
& & 010 B3 (backspace) 40 23 050 &#40; | 72 48 110 «#72; H (104 68 150 &#104; h
9 9 011 TAE (horizontal tah) 41 29 051 &#41: ) 73 49 111 s#73: I |105 69 151 &#l05; 1
10 A 012 LF (NL line feed, new line)| 42 Z4 052 &#dZ; ¥ 74 4k 112 «#74; T (106 6h 152 &#106; ]
11 B 013 VT (wertical tab) 43 ZB 053 &#43; + 75 4B 113 «#75; K (107 6B 153 «#107: k
12 C 014 FF (NP form feed, new page)| 44 ZC 054 &#44; | 76 4C 114 «#76; L |108 6C 154 &«#103; 1
13 D 015 CR (carriage return) 45 2D 055 &#45; - 7T 4D 115 &#77; M (109 6D 155 &#10%; I
14 E 016 30 (shift out) 45 2E 056 &#46; . 78 4F 116 «#78; N |110 6E 156 &#110; n
15 F 017 31  (shift in) 47 ZF 057 &#47: f 79 4F 117 «#79; 0 [111 &F 157 «#1ll: o
16 10 020 DLE (data link escape) 45 30 060 &#45: 0 g0 50 120 «#50; P |11z 70 la0 &#llz2: p
17 11 021 DC1 (device control 1) 49 31 051 &#49; 1 gl 51 121 &#3l; 0 |113 71 161 &#113: 9
18 12 022 DC:2 (device control 2) 50 32 062 &#50; =2 g2 52 122 «#52; B (114 72 1Az «#lld: ¢
19 13 023 DC3 (device control 3) 81 533 063 &#51; 3 53 53 123 &#83; 5 |115 73 163 &#115; =
Z0 14 024 DC4 [(device control 4) 52 34 064 &#52; 4 g4 54 124 &«#54; T |116 74 1lad &#lle; ©
21 15 D25 NAE [(negative acknowledge) 83 35 065 &#33; 5 85 55 125 &«#85; T |117 75 165 &#117; 1
22 16 026 3TN (synchronous idle) 54 36 066 &#54; 6 gn 56 126 &#36; V |113 76 166 &#113: v
23 17 027 ETE (end of trans. block) 85 37 087 &#55: 7 a7 57 127 &#87: W |119 77 1a7 &#119; w
24 15 030 CAN [cancel) 56 38 070 &#56; 8 G5 55 1350 &#58; X (120 78 170 &#120; x
25 19 031 EM  {end of medium) 87 39 071 &#57: 9 39 59 131 &#589; YT |121 79 171 &#1:zZ1: ¥
26 1& 032 3UE [(substitute) 58 34 072 =#58; : 90 54 132 &#90; 2 (122 74 172 «#l22: =
27 1B 033 EAC [escape) 59 3B 073 &#59; ; 91 5B 133 &#91; [ |123 7B 173 &#123; {
28 1C 034 F3 (file separator) 60 3C 074 &#60; < 92 BC 134 #9227 \ (124 7C 174 &#l:z24:
29 1D 035 G2 (group sSeparator) gl 30 075 &#6l; = 93 5D 135 &#33; ] |125 7D 175 &#125; 1}
30 1E 036 B3  (record separator) BZ 3E 076 &#6Z; > 94 EE 136 &#94; *~ |1Za TE 176 &#lZa; ~
31 1F 037 75  {unit separator) 63 3F 077 «#63; 2 95 5F 137 «#95; _ [127 7F 177 &#127; DEL

Source: www.LookupTables.com



Examples of steganography

Example 1: Coded message

Apparently neutral's protest is thoroughly discounted and ignored.

Isman hard hit. Blockade issue affects pretext for embargo on byproducts,
ejecting suets and vegetable oils.

St e a n O r a h e Take second letter of each word to get message:
b Pershing sails from NY June 1

Example 2: Coded images: Least Significant Bits (LSB) insertion

H id d en i N p I 3 i N Original image Altered image
sight

(example from

http://www.bbc.co.uk/news/10
480477)

Areas where
binary code
of pixel has
been altered

Logos 2
EBinary code from original image pixel[1]
10000000 10100100 10110101 10110104 11110011 10110111 11100111 10110011 00110000
Changes made on altered image pixel [1]
10000001 10100100 10410103 10110100 11110010 10110110 11100110 10110011 00110011

Read last digit:
1000001 which is ASCIl binary code forA
[l21=[]


http://art-architecture.diply.com/and/17-famous-logos-that-have-a-hidden-message/50090
http://mashable.com/2014/10/25/logos-with-hidden-messages/

Permutation Ciphers

The plaintext is all there, it is just mixed up in
some way.

Scytale
Block and Rotate
Transposition Ciphers:

— Columnar Transposition



Columnar Transposition

* The secret “key” is the width of a rectangle

* The message is written across the rectangle
and the ciphertext is read down the columns:



Plaintext: The answers to the test are abcbbadeac
Rectangle width: 7

[EEY

O mMm m m -—
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Ciphertext: TEEEDHRTAEESEBAATSCCNOTBXSTABXWHRAX



Plaintext: The answers to the test are abcbbadeac
Rectangle width: 7

O mMm m m -—
m > —+H X I
> T m » m
O O uw +H >
X w 4 O =
X ™ r 4 U
X > =X I

Ciphertext: TEEEDHRTAEESEBAATSCCNOTBXSTABXWHRAX



Plaintext: The answers to the test are abcbbadeac
Rectangle width: 7

T H E A N S

E R S T o T H
E T E S T A R
E A B C B B A
D E A C

Ciphertext: TEEEDHRTAEESEBAATSCCNOTBSTABWHRA



Your turn — decipher the following
(width = 11; no padding)

keonamoklwsilbseutdtegwneissspd



Width unknown

 DECRYPT: (Assume rows were not permuted.)

TOQOIEOUTOEHFUFDQTAHTETATEUHREESHRHSAEE
HNUEEEILSOYUMSSSSTQFPS

Guess the number of rows/columns & check (there
are online applets for this)

* OR Look:

TOQOIEOUTOEHFUFDQTAHR
HNUEEEILSOYUMSSSSTQ

TOQOIEOUTOEHFUFDQTAF
HNUEEEILSOYUMSSSSTQ

TETATEUHREESHRHSAEE
PS
TETATEUHREESHRHSAEE

-PS



COLUMNAR transposition

TOQOIEOUTOEHFUFDQTAHTETATEUHREESHRHSAEEHNUEEE
ILSOYUMSSSSTQFPS

E

- O O o -
cC

We either have 5 full rows or 4 full rows and one partial row.
There are 61 letters. Since 61 is not divisible by 5 we have
4 full rows and a partial. 61 =4 x 15 + 1. So we have 4
rows of 15 columns and the last row just has one column



COLUMNAR transposition

* TOQOIEOUTOEHFUFDQTAHTETATEUHREESHRHS
AEEHNUEEEILSOYUMSSSSTQFPS

S

T E OU T E E E R E U Y

O 0 E F A T U E H E E L U S

Q U H D H A HS S HE S MS P
o T F T T R H A N E O S T S
I

* This doesn’t look promising



COLUMNAR transposition

TOQOIEOUTOEHFUFDQTAHTETATEUHREESHRHS
AEEHNUEEEILSOYUMSSSSTQFPS

T N N I

T H

F So we have 11 full rows or 10 full
rows and one partial row. Since 61 is
U not divisible by 11 we have 10 full
rows and one partial:
61=10x6+1

So if this is correct, we have 6 columns.

m o 4 c o m ~— O O O



COLUMNAR transposition

TOQOIEOUTOEHFUFDQTAHTETATEUHREESHRHS

AEEHNUEEEILSOYUMSSSSTQFPS
1213 145 ] 6
T H E S U M

m m X T C m —+H » -
Z T m m » »w I =™ I

E S
E S
E S
I S
L T
S Q
O F
Y P
U S

m O 4 Cc O m — O O O
— I »>» 4 O O m C mm



To easy? Add a codeword and

“alphabetize” the columns
Py T[HlAlG AlG H[PIT]Y
T H E S U U M S T E

©c O O
m m m

E
E
E

o

©c O O

m m X I C m —H »>»
- I >» 4 0O U m C =m I
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— I »>» 4 O O m C mm
m m X I C m —H »>» -
Z LT m m »>» W»wW I X I
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S
S
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Q
F
P
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Z2 I m m »>» Ww I X I

m O < C O m
CcC < O un r
CcC < O u

m O 4 C O m

Ciphertext: ueeeilsoyumsssstqfpsshrhsaeehntogoieoutoeetateuhreehfufdqtaht



Simple Substitution Ciphers

e Substitute each letter by another letter or
symbol



PigPen cipher

K
A|B|cC o K lo-
D|E |F we| N leo
@l o |@
G| H|I P lal|R
S
T U xi‘f.v
¥ z



Back Jacket Cover of Dan Brown’s
The Lost Symbol

“Blockbuster perfection . .. A gleefully el;ud.ite suspense novel. Not sin
_the advent of Harry Potter has an author so flagra ntly delighted in leam

" ing¥eaders on a breathless chase and coaxing them through houst.”L
iz ALY

“Thriller writing doesn’t get any better than this.”
—dEREER gy

iy twists—all satisfying, most unexpected.. . Let’s just say-tha
‘s novel doesn’t get your pulse racing, you need to check your meds.,
This is good fan—Umberto Eco on teroids.” ‘
~SAN ERANEISES CRRONICI

#A thundering, tantalizing, extremely smart, fun ride. Brown: R
oy doesn’t slow down his tremendously powerful ?\an-au‘ve enging | X"’
Hespite transmitting several doctorates’ worth' Pl fascinating >
history. . . Brain candy of the highest quality” i
=CRICKED TRIBUNE A

_ “Aninternational chase...aquest. .. codes wil.‘llin codes.
Brown’s novel is 2 Page-turner.. . and you'll never view
The Last Supper the same way again,” |

~ERRISTiAN Serener LLLINT

T i ced thriller with a spellbinding re-examination 2,000
: % offri g\'oushismry.Hardtopuldaum,andim]m. bl
“ATLENTL 000K E0hsTiTyT gy

:1111'5 masterpiece should be mandatory reading. Brown soliﬂiﬁe; hi
-répitation as one of the most skilled thriller writers on the )

LU T

“Read the book and be enlightened.”
“WISHINETON PosT gogy LI]N}

1SN 978-0-385-50:20.5




Too easy? Add a codeword

Codeword “Davinci” (don’t use repeated letters,
followed by unused letters alphabetically)




Decrypt (homework) — what is the codeword and plaintext?

g9 varvao U

R e B =

TN * JUr
<7LJJ;  E1F ¥ L

GECEET JAZ1d &FF

Jusd, NAZP L=
Jh Lj ok

Nk LDVDiLﬁﬁELUj
Il T A
Ll O

Mmd0 3300



Breaking simple substitution ciphers

* Frequency analysis:
Most common English letters:
ETAOINSHRDLU
Most common double letters: SS, EE, TT, FF, LL, MM, OO

Most common digraphs: th er on an re he in ed nd ha at
enesofornteatitoitstioleisouarasdertve

Single letter words: A, |

e http://www.wiley.com/college/mat/gilbert139343/java
/iavall s.html



http://www.wiley.com/college/mat/gilbert139343/java/java11_s.html
http://www.wiley.com/college/mat/gilbert139343/java/java11_s.html

Polybuis Checkerboard

T N N O O
1 A B C E

2 F G H 1/ K

3 L M N 0] P

4 Q R S T U

5 Vv W X Y Z

Decipher: 23153131 34



Polybuis Checkerboard with codeword

T N N N O G
1 M A T H E

2 /) C S B D
3 F G K L N
4 O P Q R u
5 Vv W Y Z

Homework: Encipher “Mathematics is fun” using the codeword “Cryptology”



Playfair Cipher — pairs of letter are
enciphered together

A B C D E
F G H /) K
L M N O P
Q R S T U
Vv W X Y z

Encipher: | am brilliant

Decipher: zdtxptbqcz


http://en.wikipedia.org/wiki/Playfair_cipher

Playfair Cipher — mix up the letters
(code word or pattern)

A Q P O N
B R Y X M
C S Z W L
D T u Vv K
E F G H /)

Write the grid for the playfair cipher using the codeword “Wendesday” then encrypt
“Tuesday”


http://en.wikipedia.org/wiki/Playfair_cipher

