MTH 440 								Simplified DES (SDES)
Expand R(X) to 8 bits
Ki
K: 10 bit key
K used to generate two 8-bit sub-keys K1,K2
S0(x1x2x3x4)||S1(x5x6x7x8)=y1y2y3y4
P4(y1y2y3y4)
F
























Encipher

Input: X (8 bits) , K (10 bits)
1. Expand K into K1,K2
2. Apply Initial permutation, then IP(x)=L(x) || R(x)
3. 
Find EP(R(x))     Ki= x1x2x3x4  x5x6x7x8
4. Apply S-boxes S0(x1x2x3x4) || S1(x5x6x7x8) = y1y2y3y4
5. 
Compute L’(x)= L(X)     P4(y1y2y3y4)  (Note R’(X) = R(X))
6. Switch L’(X) and R’(X) to get new input R’(X)||L’(X)
7. Repeat 3-5 with new input for the 2nd round
8. Apply the inverse permutation to the output of round 2 to get the final answer.
Output: 8 bits

[bookmark: _GoBack]Note: To decipher use the same algorithm, but use K2 first, then K1 (still do the IP at the beginning and IP-1 at the end)
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IP-1 = x4x1x3x5x7x2x8x6
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Key generation:
Kylkoahakskokkghokso) =k ok ks
Kalkokohakokekkahokso)=kgkokkskako ks
Initial Permutation

TP(xy XXX X5X5X7Xe) = XXeX X1 XeXgX5X7
Expansion Function

EP(XXpX5Xe)=XaXyXpXaXo XXXy
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