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PURPOSE
The intent of this document is to promote the responsible use of University Computing
Resources, not to discourage its use.
The university encourages the sharing of information and free expression of ideas.
Information and infrastructure are provided to further this purpose. There is an obligation
on the part of those using these facilities and services to respect the intellectual and
access rights of others--locally, nationally and internationally.
POLICY
Western Oregon University requires professional behavior and acceptable use of
computing resources.
PROCEDURES
When you are provided access to university computing resources, your use of them may
be explicitly or implicitly limited. For example, if you are given access to an
administrative computing system solely to enter accounting information or prepare class
rosters, it is inappropriate for you to use the system to play an online computer game.
Access to administrative systems should be used solely for the purposes for which the
access was provided.
The use of academic timesharing computers and personal computer labs is less narrowly
defined. The university library, access to academic computing resources is provided in
part so you can learn, explore, and grow as part of your education or employment at the
university. However, activities related to the university's scholarly mission take
precedence over computing pursuits of a more personal or recreational nature. For
example, those completing class assignments or conducting research for a graduate
program or publication have priority over those using computing resources to process
personal email, explore network resources, etc.
The Code of Student Responsibility prohibits, among other things, lewd or indecent
conduct, threat of imminent physical harm, sexual or other harassment, stalking, forgery,

intentional disruption of university services, and damaging or destroying university
property. Similarly, the code's prohibitions against illegal discrimination, including
discriminatory harassment and sexual harassment also apply to electronic forums.
Access to electronic files, network communications, and related data is protected by
various Federal statutes, including the Electronic Communication Privacy Act. Similar to
unauthorized telephone wiretap, unauthorized access to a person’s electronic data is
prohibited, and may subject the perpetrator to serious penalties. Examples of specifically
prohibited behaviors include:
 Unauthorized interception or diversion of network transmissions including
deliberate attempts to degrade system performance or capability
 Accessing clearly confidential files that may be inadvertently publicly readable
 Accessing confidential information about a person (such as their educational
records) without their consent or appropriate authorization
Keep in mind that shared systems are inherently insecure. An authorized Computing
Services or computer lab staff member may access accounts and transmissions for
troubleshooting and maintenance--and, if there is reasonable suspicion of misuse, they
may access them for investigative purposes. You should also be aware that security
systems whose purpose is to identify unauthorized users of a system may also monitor
authorized users.
In general, material whose privacy must be guaranteed should not be stored on shared
computers. Good quality encryption tools are now widely available, and should be used
whenever you work with sensitive information. Efforts to interfere with the use or
operation of computing or networking resources are prohibited. These include:
 Unauthorized use of these resources.
 Distribution of computer viruses, worms, trojan horse programs, email “bombs,”
chain letters, etc.
 Actions that result in the denial of service to other users by triggering system
security features, or intentionally mis-configuring equipment to render it
unusable.
 Forged or counterfeited email messages.
 Posting USENET News articles to inappropriate newsgroups, posting to
moderated newsgroups without the approval of the moderator, or cross-posting
articles to many newsgroups simultaneously (“spamming”).
 Interference with the use of microcomputers, thin-clients, or other workstations by
the unauthorized display of output on such devices without the assent of the
individual currently using the device.
Western Oregon University Code of Responsibility for Security and Confidentiality
of Records and Files
Security and confidentiality are matters of concern to all University employees and to
other persons who have access to student or employee records. The purpose of this code

is to clarify responsibilities in these areas. Each individual who has access to confidential
information is expected to adhere to the regulations stated below.
If you have any knowledge of a violation, you are expected to report it immediately.
A person who has access to student, employee, or financial records may not:
 Reveal the contents of any record or report to anyone except in the conduct of his
or her work assignments and in accordance with university policies and
procedures.
 Acknowledge to anyone who is not a University official the existence of any
student who has placed a confidentiality restriction on his/her directory
information.
 Make or allow any unauthorized use of information in student or employee data
files.
 Knowingly include a false, inaccurate, or misleading entry in any report or record.
 Knowingly expunge a data record or a data entry from any record, report, or file.
 Share userids or passwords with any other persons.
 Seek personal benefit or allow others to benefit personally from the knowledge of
any confidential information that has been acquired through work assignments.
 Remove any official record or report, or copy of an official record or report, from
the office where it is maintained except in the performance of official duties.
Violations of this code of responsibility may lead to disciplinary action consistent with
existing personnel policies.
Western Oregon University Information System Access
University policies and procedures are consistent with overall state, federal, and
institutional policies regarding release of student and employee information as outlined in
the Oregon Public Records Law, ORS 192.501 - 192.505; Oregon Faculty Records Law,
ORS 351.065; the Oregon Student Records Law, ORS 351.070(2)(e); the Federal
Educational Rights and Privacy Act of 1974; the Western Oregon University Faculty
Handbook; and the WOU Acceptable Use of Computing Resources Policy.
 Data which is identifiable to particular individuals (e.g., inclusion of names,
social security numbers, addresses, telephone numbers), shall be used only within
the scope of an individual's responsibilities, e.g., instructors may access data for
classes which they teach, departments for their majors, etc.
 Information extracted and used to conduct the user's duties shall be considered
unofficial data and shall not be used for publication.
 Data analysis of units or groups within the institution, or with organizations
external to the University, should be coordinated with the appropriate central
administrative office (e.g., Office of Human Resources, Office of the Registrar,
Office of Business Services).
 Data that is saved locally must be adequately protected from outside access.
Saved data must be updated frequently enough that the likelihood of incorrect
data being used is minimized.











Anyone with information system access must ensure that such data is not
available to individuals who do not have access to it, or who do not have a
legitimate ''need to know.'' An individual with information system access is
responsible for the security of his/her access.
Information extracted from the information system and used to complete survey
documents or to be distributed to any publication having general readership, or if
the information might otherwise have an impact on the external image of Western
Oregon University, must be presented for review and approval by the appropriate
central administration office, (e.g., Office of Human Resources, Office of the
Registrar, Office of Business Services).
Requests for data or the use thereof which are outside the user's responsibilities
must be authorized in advance by the appropriate central administrative office
(e.g., Office of Human Resources, Office of the Registrar, Office of Business
Services) consistent with a written request stating the use of the data.
Requests for release of any individual or aggregate student or employee
information to anyone outside of WOU who has a legitimate ''need to know'' must
be authorized in advance by the appropriate central administrative office (e.g.,
Office of Human Resources, Office of the Registrar, Office of Business Services)
consistent with a written request stating the use of the data.
Subpoenas for individual or aggregate student or employee information or any
request from law enforcement authorities (including campus security, OSP, FBI,
CIA, District Attorney) should be referred to the appropriate central
administrative office (e.g., Office of Human Resources, Office of the Registrar,
Office of Business Services).

Violations of this policy for University Information System Access may lead to
disciplinary action consistent with existing personnel policies.
It is the policy of the university not to monitor individual usage of any general facility.
However, the university reserves the right to monitor and record the usage of all facilities
if it has reason to believe that activities are taking place that are contrary to this policy or
OUS, state or federal law or regulation and as necessary to evaluate and maintain system
efficiency. The university has the right to use information gained in this way in
disciplinary or criminal proceedings.
University Computing Services is the appropriate campus agency for the negotiation of
contracts and licenses for computing facilities used on a campus-wide basis, and is the
appropriate repository for those relative contracts and licenses. (See
www.wou.edu/wouuniversitypolicies for Purchasing policy). Individual units may
negotiate for computing facilities of more specific nature but should be cognizant of state
and OUS contract and license requirements. Contracts with external organizations must
be approved and signed by the university Contracts Officer.
Virtually all commercial software is protected by the Federal Copyright Act. Use of
university facilities for the use of or the copying of computer software that does not
contain specific permission to copy (some licenses do allow the making of one copy for

backup) is prohibited. The unauthorized publishing of copyrighted material on a
University server is prohibited and users are responsible for the consequences of such
unauthorized use.
Western Oregon University respects copyright laws and insists that its faculty, students,
and staff do likewise. Copying proprietary software, is theft, and will not be tolerated on
campus. Illegally copied software subjects the university to risk of litigation, and denies
software authors the compensation they deserve. Moreover, use of such software could
result in your suspension or dismissal from the university, and either criminal prosecution
or a civil suit for copyright infringement, or both.
The unauthorized copying and distribution of music and movies constitutes copyright
infringement under Section 106 of the U.S. Copyright Act. Violators will be removed
from the network for a period of three months.
All thesis, field studies, professional projects, or any paper developed by a graduate
student must comply with University regulations (OAR 574-031-0300) concerning
fabrication, facilitating dishonesty, and plagiarism. Material developed by someone other
than the author of a thesis, field studies, professional projects, or class paper should be
clearly credited.
Internet material must be treated as published material and must be fully credited.
Purchased research materials must also be clearly identified as the work of others and not
the original work of the author. In situations where material was developed through study
groups or other formal or informal group interaction, the author is obligated to credit
others for the ideas that were developed as part of a group process.
Similarly, if you make materials available for others to retrieve or use (via a World Wide
Web server, postings to a USENET newsgroup, etc.), be sure to respect their copyrights.
In general, every document, image, or sound is copyrighted upon creation, and may only
be used or redistributed with the permission of the copyright holder.
AUTHORITY
Oregon Administrative Rule 574-031 (Code of Student Responsibility) and specifically
OAR 574-031-0030.
RESPONSIBILITY
Individuals are personally responsible for on-line statements. Violations of computing
acceptable use policies that constitute a breach of the Code of Student Responsibility,
Faculty Handbook, or other appropriate and pertinent OUS and Western Oregon
University rules and regulations will be referred to appropriate authorities. University
personnel may take immediate action as needed to abate ongoing interference with
network and system operations or to ensure system integrity.
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